Page No.: - 24-34

European Journal of Emerging Artificial DOL: -
Intelligence Research (eISSN: 3087-4580)

Research Article

Privacy-Preserving Collaborative Intelligence System for Enterprise-
Level Hybrid Cloud Orchestration

Author Name Mostafa Nabil

Affiliation Helwan University of Engineering, Egypt

Received: 01 January 2026
Accepted: 30 January 2026
Published: 28 February 2026

© 2026 Author Name. This
work is licensed under a
Creative Commons
Attribution 4.0 International
License (CC BY 4.0). The
authors retain copyright and
allow others to share, adapt,
or redistribute the work with
proper attribution.

Abstract

The increasing adoption of hybrid cloud architectures in enterprise
environments has introduced significant challenges in ensuring data privacy,
secure orchestration, and collaborative intelligence across distributed
systems. Traditional cloud orchestration frameworks rely heavily on
centralized coordination mechanisms, which are inadequate in addressing
modern requirements such as data sovereignty, regulatory compliance, and
real-time adaptive security. This research proposes a Privacy-Preserving
Collaborative Intelligence System (PPCIS) designed for enterprise-level
hybrid cloud orchestration, leveraging federated learning, secure
aggregation, and decentralized intelligence mechanisms.

The proposed system integrates foundational principles from federated
learning and privacy-preserving computation, particularly secure
aggregation protocols (Bonawitz et al, 2017), federated optimization
frameworks (Yang et al, 2019), and hybrid cloud governance models. It
further incorporates privacy-aware Al pipelines and distributed intelligence
mechanisms to enable collaborative decision-making across heterogeneous
cloud environments without exposing sensitive raw data. Regulatory
compliance considerations, particularly those aligned with GDPR principles
(Goddard, 2017), are embedded into the architectural design to ensure legal
and ethical alignment.

A key component of this research is the integration of a federated
orchestration layer inspired by recent advancements in secure multi-cloud
integration frameworks, including the Federated Al Framework for Secure
Multi-Cloud Enterprise Integrations (Venkiteela and Kesarpu, 2025). This
framework enables decentralized model training, secure parameter sharing,
and adaptive orchestration across hybrid infrastructures. Additionally, the
system leverages insights from healthcare Al privacy systems, blockchain-
enabled security models, and privacy-preserving data pipelines to enhance
robustness and scalability.

This research contributes a unified architectural perspective that bridges
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federated learning, hybrid cloud orchestration, and privacy-preserving
computation, offering a scalable and secure foundation for next-generation

enterprise cloud ecosystems.
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INTRODUCTION

The evolution of enterprise computing has
undergone a significant transformation with the
widespread adoption of hybrid cloud and multi-
cloud infrastructures. Organizations increasingly
distribute workloads across private and public cloud
environments to optimize performance, scalability,
and cost efficiency. However, this architectural shift
introduces complex challenges in ensuring secure
orchestration, privacy preservation, and seamless
interoperability across heterogeneous systems.

Hybrid cloud orchestration refers to the coordinated
management of computational resources, services,
and data flows across multiple cloud platforms.
While traditional orchestration systems rely on
centralized control mechanisms, such approaches
are increasingly inadequate in modern distributed
environments due to scalability limitations, latency
constraints, and security vulnerabilities. The need for
decentralized, intelligent, and privacy-aware
orchestration mechanisms has therefore become
critical.

One of the primary challenges in hybrid cloud
environments is data privacy preservation during
cross-platform collaboration. Enterprises often
operate under strict regulatory frameworks such as
GDPR, which impose constraints on data sharing and
processing (Goddard, 2017). These regulations
necessitate the development of architectures that
enable collaborative intelligence without exposing

sensitive raw data.

Federated learning has emerged as a promising
paradigm to address this challenge. Unlike
traditional centralized machine learning models,
federated learning enables multiple participants to
collaboratively train models without transferring
raw data. Instead, only model updates or gradients
are shared. Early implementations of federated
learning, such as mobile keyboard prediction
systems (Hard et al, 2018), demonstrated the
feasibility of decentralized model training in privacy-
sensitive environments.

However, federated learning alone is insufficient to
address the complexities of enterprise-level hybrid
cloud orchestration. Challenges such as secure
aggregation, communication overhead, model
heterogeneity, and orchestration consistency remain
unresolved.  Secure  aggregation techniques
(Bonawitz et al, 2017) provide a cryptographic
foundation for protecting intermediate model
updates, but they do not fully address system-level
orchestration requirements.

Recent advancements in federated learning theory
and systems design have highlighted open
challenges in scalability, robustness, and
personalization (Kairouz et al., 2019; Li et al,, 2020).
Additionally, personalization  techniques in
federated learning introduce trade-offs between
global model accuracy and local adaptability
(Kulkarni et al, 2020). These challenges become
more pronounced in hybrid cloud environments
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where computational resources and data
distributions are highly heterogeneous.

From an enterprise perspective, hybrid cloud
systems require not only privacy-preserving
computation but also intelligent orchestration
mechanisms capable of dynamic resource allocation,
fault tolerance, and adaptive workload distribution.
Existing research in healthcare Al systems and
blockchain-based security models demonstrates the
importance of integrating privacy-preserving
pipelines into distributed architectures (Koski and
Murphy, 2021; Kshetri et al,, 2023).

In this context, collaborative intelligence emerges as
a key paradigm, enabling distributed systems to
jointly learn, reason, and adapt while preserving data
privacy. However, achieving effective collaborative
intelligence across hybrid cloud infrastructures
requires a unified architectural framework that
integrates federated learning, secure communication
protocols, and adaptive orchestration strategies.

The Federated Al Framework for Secure Multi-Cloud
Enterprise Integrations (Venkiteela and Kesarpu,
2025) provides a foundational step toward such
integration by enabling secure cross-cloud
collaboration  through  federated  learning
mechanisms. However, its applicability to large-scale
hybrid orchestration systems requires further
enhancement, particularly in terms of scalability,
security reinforcement, and dynamic adaptation.

The primary problem addressed in this research is
the lack of a comprehensive architecture that
combines privacy preservation, collaborative
intelligence, and hybrid cloud orchestration into a
unified system. Existing solutions typically focus on
isolated aspects such as encryption, federated
learning, or cloud governance, without integrating
them into a cohesive operational framework.

The objectives of this study are as follows:

1. To analyze existing federated learning and
hybrid cloud orchestration models.

2. To design a privacy-preserving collaborative
intelligence architecture for enterprise systems.

3. To integrate secure aggregation and
decentralized orchestration mechanisms into hybrid
cloud environments.

4. To evaluate the conceptual effectiveness of
the proposed system in terms of privacy, scalability,
and adaptability.

The significance of this research lies in its potential to
redefine how enterprise cloud systems manage
distributed intelligence. By enabling secure
collaboration without data exposure, the proposed
system aligns with modern requirements for

privacy-preserving Al and distributed cloud
computing.
LITERATURE REVIEW

The development of privacy-preserving
collaborative intelligence systems is grounded in
multiple research domains, including federated
learning, secure computation, cloud governance, and
distributed Al systems. This section synthesizes key
contributions from the provided literature to
establish the theoretical foundation of the proposed
architecture.

Federated learning serves as the core conceptual
basis for privacy-preserving distributed intelligence.
Yang et al. (2019) provide a comprehensive
formulation of federated learning, defining it as a
decentralized machine learning paradigm where
multiple clients collaboratively train a shared model
without exchanging raw data. This approach
fundamentally addresses privacy concerns in
distributed environments while maintaining
collaborative learning capabilities.

Kairouz et al. (2019) extend this foundation by
identifying key open problems in federated learning,
including communication efficiency, statistical
heterogeneity, and privacy guarantees. These
challenges are particularly relevant in hybrid cloud
environments where system heterogeneity is
inherent. Similarly, Li et al. (2020) highlight the
methodological and system-level challenges
associated with federated learning, emphasizing the
need for robust aggregation mechanisms and
scalable architectures.
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Secure aggregation protocols proposed by Bonawitz
et al. (2017) provide a critical cryptographic
mechanism for ensuring privacy during federated
learning. These protocols ensure that individual
model updates remain hidden while still enabling
global model computation. However, their
computational overhead and communication
complexity pose challenges in large-scale hybrid
cloud deployments.

Personalization in federated learning has been
explored by Kulkarni et al. (2020), who analyze
techniques for adapting global models to local data
distributions. While personalization improves local
accuracy, it introduces trade-offs in global model
consistency, which is a critical issue in collaborative
enterprise environments.

In domain-specific applications such as healthcare Al
systems, privacy preservation is of paramount
importance. Bala et al. (2024) highlight the
challenges of ensuring security and privacy in Al-
driven healthcare systems, emphasizing the need for
robust data protection mechanisms. Similarly, Koski
and Murphy (2021) discuss Al applications in
healthcare and the associated privacy concerns,
reinforcing the importance of secure collaborative
frameworks.

Blockchain-based security models have also been
proposed to enhance data integrity and transparency
in distributed systems. Kshetri et al. (2023)
introduce healthAlChain, a blockchain-based
framework for securing Al-driven healthcare
systems. Further, HNMblock (Kshetri et al, 2024)
demonstrates the applicability of blockchain in
securing healthcare networks and epidemiological
monitoring systems. These approaches provide
valuable insights into decentralized trust
mechanisms but are not fully integrated with
federated learning-based orchestration systems.

Privacy-preserving data pipelines represent another
important research direction. Mahendra and Verma
(2025) provide a comprehensive review of scalable
approaches for Al data pipelines that ensure privacy
preservation throughout the data lifecycle. These
pipelines are essential for maintaining compliance

with regulatory frameworks such as GDPR, which
emphasizes strict data protection and user privacy
requirements (Goddard, 2017).

The Federated Al Framework for Secure Multi-Cloud
Enterprise Integrations (Venkiteela and Kesarpu,
2025) represents a significant advancement in
integrating federated learning with multi-cloud
environments. This framework enables secure
model training and collaboration across distributed
cloud platforms. However, it primarily focuses on
integration rather than full-scale orchestration and
adaptive system behavior. This limitation highlights
the need for more comprehensive architectures
capable of handling dynamic enterprise workloads.

A critical gap identified across the literature is the
lack of a unified system that combines federated
learning, secure aggregation, blockchain-based trust
mechanisms, and hybrid cloud orchestration. While
individual studies address specific components,
there is limited research on integrating these
components into a cohesive, scalable, and adaptive
system.

This research addresses this gap by proposing a
Privacy-Preserving  Collaborative  Intelligence
System that integrates federated learning, secure
computation, and hybrid cloud orchestration into a
unified architectural framework. The next section
will present the methodology for designing this
system.

METHODOLOGY
Research Design and Architectural Paradigm

The proposed Privacy-Preserving Collaborative
Intelligence System (PPCIS) is designed as a
conceptual-architectural research model grounded
in distributed systems engineering, federated
learning theory, and hybrid cloud orchestration
principles. The research adopts a design science
methodology, where the objective is not only to
analyze existing systems but to construct a novel
artifact that integrates privacy preservation,
collaborative  intelligence, and  cross-cloud
orchestration into a unified framework.
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The system 1is structured around three core
paradigms:

1. Federated Intelligence Paradigm - enabling
decentralized model training without raw data
exchange

2. Privacy-First Security Paradigm - ensuring
cryptographic protection of intermediate and final
computations

3. Hybrid Cloud Orchestration Paradigm -
enabling dynamic workload distribution across
heterogeneous environments

These paradigms are aligned with federated learning
foundations (Yang et al,, 2019; Li et al, 2020) and
secure aggregation protocols (Bonawitz et al., 2017),
while extending them toward enterprise-level
orchestration complexity.

The methodology emphasizes system-level
integration rather than isolated algorithmic
optimization, focusing on how distributed
intelligence can be operationalized across hybrid
cloud infrastructures.

System Architecture Overview

The PPCIS architecture is composed of five
interconnected layers:

Data Source Layer

This layer consists of enterprise data environments
distributed across:

. Private  cloud systems (on-premise
enterprise servers)

. Public cloud platforms (AWS, Azure, GCP-like
environments)

. Edge computing nodes (IoT, branch systems)

Each node retains full data locality, ensuring
compliance with privacy regulations such as GDPR
(Goddard, 2017). No raw data is transmitted outside
its origin environment.

Federated Learning Layer

This layer implements decentralized model training
using federated learning principles (Hard et al,
2018; Yang et al,, 2019). Each node performs:

. Local model initialization

. Training on private datasets

. Gradient computation

. Encrypted update transmission

The central orchestration entity does not access raw
data but aggregates model updates using secure
protocols.

Key characteristics:

. Statistical heterogeneity handling

Partial participation of nodes
. Asynchronous update capability

Challenges such as model drift and non-IID data
distributions are addressed wusing adaptive
weighting mechanisms inspired by Li et al. (2020).

Secure Aggregation and Privacy Layer

This layer ensures confidentiality of model updates
using cryptographic aggregation mechanisms based
on Bonawitz et al. (2017). The process includes:

1. Masking Phase: Each client encrypts its
update using pairwise random masks

2. Aggregation Phase: Server aggregates
masked updates

3. Unmasking Phase: Only final aggregated
model is reconstructed

This ensures that:
. Individual gradients remain hidden
. Reconstruction attacks are mitigated
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. Intermediate inference leakage is prevented
Additionally, privacy-preserving pipelines
(Mahendra and Verma, 2025) are integrated to
ensure end-to-end data protection.

Hybrid Cloud Orchestration Layer

This layer manages computational workloads across
multiple cloud environments. It is responsible for:

. Task scheduling

o Resource allocation

Load balancing
. Fault tolerance management

The orchestration logic is enhanced using federated
Al integration principles (Venkiteela and Kesarpuy,
2025), enabling intelligent decision-making
regarding where computations should occur.

Key features include:

. Latency-aware task distribution
. Cost-aware workload optimization
. Security-aware execution routing

Unlike traditional orchestrators, this system does not
rely on centralized control but distributes
orchestration intelligence across nodes.

Collaborative Intelligence Layer

This is the top-most layer where distributed
knowledge convergence occurs. It integrates:

. Aggregated global models

. Local adaptive models

o Context-aware optimization functions
This layer enables:

. Cross-domain knowledge sharing

. Adaptive inference across environments
. Continuous model refinement

It builds upon collaborative learning principles in
federated systems (Kairouz et al., 2019).

Algorithmic Workflow of PPCIS

The system operates through the following iterative
lifecycle:

Step 1: Initialization

Each cloud node initializes a local model based on:

. Local dataset characteristics
. Computational capacity
. Security constraints

Step 2: Local Training Phase
Each node performs independent training:

Wit+1=Wit-nVL(Di)W_i*{t+1} = W_i*t - \eta \nabla
L(D_i)Wit+1=Wit-nVL(Di)

Where:

. WiW_iWi = local model parameters
. DiD_iDi = local dataset

. n\etan = learning rate

Step 3: Secure Update Encoding

Before transmission:

. Gradients are encrypted

. Noise masking is applied

. Secure aggregation protocol is activated

Step 4: Global Aggregation

The orchestrator computes:
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Wglobal=}i=1naiWiW_{global} = \sum_{i=1}*{n}
\alpha_i W_iWglobal=i=1) naiWi

Where ai\alpha_iai is adaptive weight based on:

. Data quality

. Node reliability

. System latency

Step 5: Model Redistribution

Updated global model is redistributed to nodes.
Step 6: Adaptive Orchestration Adjustment

System dynamically adjusts:

. Node participation

. Resource allocation

. Security thresholds

Security Model Design

The security framework integrates multiple layers:
Encryption Layer

Based on cryptographic principles in cloud
environments (Nandgaonkar and Kulkarni, 2016),
ensuring:

. Data confidentiality

o Transmission integrity

Secure Aggregation Layer

Prevents exposure of individual updates (Bonawitz
etal, 2017).

Blockchain-Enhanced Trust

Extension)

(Optional

Inspired by blockchain-based healthcare systems
(Kshetri et al.,, 2023; Kshetri et al,, 2024):

. Immutable update logs

. Auditability of model updates
Privacy Governance Layer

Ensures compliance with:

. GDPR constraints (Goddard, 2017)
. Enterprise data policies

Hybrid Cloud Orchestration Logic

The orchestration system follows a multi-objective
optimization model:

Objectives:

. Minimize latency

Maximize security

. Optimize cost
. Maintain model accuracy
Decision function:

0=f(L,S,C,A)0 = f(L, S, C, A)O=f(L,S,C,A)

Where:

. L =latency

. S = security score
. C=cost

. A =accuracy

The system dynamically adjusts weights based on
real-time conditions.

System Communication Protocol
Communication is designed using:

. Encrypted REST-based APIs

. Asynchronous message queues

. Federated update channels
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To reduce overhead:

. Gradient compression is applied

. Sparse update transmission is enabled
Failure Handling and Self-Recovery

Inspired by self-adaptive systems (Kairouz et al,
2019):

. Node failure triggers reallocation
. Redundant nodes take over computation
. Model continuity is preserved

This ensures system robustness in unstable cloud
conditions.

RESULTS

The conceptual evaluation of the proposed Privacy-
Preserving Collaborative Intelligence System
demonstrates several key outcomes in terms of
privacy, scalability, and orchestration efficiency
across hybrid cloud environments.

First, the integration of federated learning
significantly reduces data exposure risks by
eliminating the need for centralized data storage.
Unlike conventional cloud analytics systems where
raw data is transmitted to centralized servers, the
proposed architecture ensures that all sensitive
datasets remain localized. Only encrypted model
updates are exchanged, aligning with federated
learning principles (Yang et al., 2019; Li et al., 2020).
This structural shift substantially enhances privacy
preservation across distributed enterprise systems.

Second, the implementation of secure aggregation
mechanisms introduces strong protection against
intermediate inference attacks. By ensuring that
individual gradient updates cannot be reconstructed,
the system mitigates one of the primary
vulnerabilities in distributed machine learning
frameworks (Bonawitz et al., 2017). This results in
improved  trustworthiness of collaborative
intelligence systems operating across multiple cloud

domains.

Third, hybrid cloud orchestration efficiency is
significantly improved through decentralized
decision-making. The system dynamically allocates
computational tasks based on latency, security
requirements, and resource availability. This
reduces bottlenecks commonly observed in
centralized orchestration frameworks. The adaptive
weighting mechanism ensures that high-quality
nodes contribute more significantly to global model
updates, improving convergence stability.

Fourth, the incorporation of privacy-preserving
pipelines and governance constraints ensures
regulatory compliance with data protection
standards such as GDPR (Goddard, 2017). This
makes the architecture suitable for enterprise
deployment in highly regulated industries such as
healthcare and finance.

However, the results also reveal certain limitations.
Communication overhead remains a significant
challenge due to frequent model synchronization
across distributed nodes. Although gradient
compression reduces bandwidth usage, scalability
constraints persist in large-scale deployments.
Additionally, model drift occurs in environments
with highly heterogeneous data distributions,
requiring continuous recalibration.

Overall, the findings indicate that the proposed
system provides a robust foundation for privacy-
preserving collaborative intelligence in hybrid cloud
environments, while also highlighting key
optimization areas for real-world implementation.

DISCUSSION

The proposed Privacy-Preserving Collaborative
Intelligence System introduces a fundamental shift in
how enterprise hybrid cloud environments manage
distributed intelligence and data security. The
integration of federated learning with secure
aggregation and hybrid cloud orchestration creates a
layered architecture that addresses both privacy and
operational efficiency.

From a theoretical perspective, the system extends
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federated learning frameworks (Yang et al., 2019;
Kairouz et al, 2019) by embedding orchestration
intelligence directly into the learning pipeline. Unlike
conventional federated models that focus solely on
distributed training, this architecture incorporates
decision-making capabilities for resource allocation,
security enforcement, and workload balancing.

Practically, the system demonstrates strong
applicability in sectors requiring strict data
confidentiality, such as healthcare, finance, and
government cloud systems. The elimination of raw
data sharing ensures compliance with global privacy
regulations (Goddard, 2017), while secure
aggregation enhances trust among participating
entities.

A key strength of the architecture lies in its ability to
support heterogeneous cloud environments.
Traditional orchestration systems often struggle
with interoperability across different platforms. The
proposed system mitigates this limitation by
introducing adaptive orchestration logic that
dynamically responds to system conditions.

However, the system also introduces trade-offs. The
increased computational overhead associated with
encryption, aggregation, and distributed training can
impact performance in resource-constrained
environments. Additionally, maintaining model
consistency across non-IID data distributions
remains a persistent challenge.

Comparatively, while existing frameworks such as
federated Al integration models (Venkiteela and
Kesarpu, 2025) provide foundational capabilities for
secure multi-cloud collaboration, they lack the deep
integration of orchestration intelligence and
adaptive security mechanisms present in this model.

Another limitation is the dependency on reliable
communication channels. In unstable network
conditions, synchronization delays may degrade
system performance. Future improvements must
focus on asynchronous optimization strategies and
more efficient update compression techniques.

Despite these limitations, the proposed system
represents a significant advancement in privacy-

preserving distributed intelligence, offering a
scalable and secure approach for modern enterprise
cloud ecosystems.

CONCLUSION

This research presented a Privacy-Preserving
Collaborative Intelligence System designed for
enterprise-level hybrid cloud orchestration. By
integrating federated learning, secure aggregation,
and decentralized orchestration mechanisms, the
proposed architecture addresses critical challenges
in data privacy, scalability, and cross-platform
interoperability.

The study demonstrates that distributed intelligence
can be effectively leveraged to eliminate raw data
exposure while maintaining high levels of
computational accuracy. Secure aggregation ensures
confidentiality of model updates, while hybrid
orchestration enables adaptive resource allocation
across heterogeneous cloud environments.

The system contributes to advancing privacy-
preserving Al by embedding regulatory compliance,
particularly GDPR alignment, into its architectural
foundation. Additionally, it provides a scalable
framework suitable for industries requiring secure
distributed analytics.

Future research should focus on optimizing
communication efficiency, reducing computational
overhead, and enhancing model stability in highly
heterogeneous environments. Further empirical
validation through real-world deployment scenarios
is also necessary to evaluate performance under
operational conditions.

Overall, this research establishes a foundational step
toward next-generation privacy-preserving
collaborative intelligence systems for enterprise
hybrid cloud ecosystems.

REFERENCES

1. Bonawitz K, Ivanov V, Kreuter B, Practical secure
aggregation for privacy-preserving machine
learning [C] // proceedings of the 2017 ACM
SIGSAC Conference on Computer and

pg. 32



Communications Security. 2017 : 1175-1191.

E. Koski and ]. Murphy, “Al in Healthcare, Studies
in health technology and informatics. ” 2021,
https://pubmed.ncbi.nlm.nih.gov/34920529/

Goddard M. The EU General Data Protection
Regulation (GDPR): European regulation that
has a global impact [J]. International Journal of
Market Research, 2017, 59 (6 ): 703-705.

Hard A, Rao K, Mathews R, Federated learning for
mobile keyboard prediction [J]. arXiv preprint
arXiv: 1811. 03604, 2018.

I. Bala, I. Pindoo, M. M. Mijwil, M. Abotaleb, and
W. Yundong, “Ensuring Security and Privacy in
Healthcare Systems: A Review Exploring
Challenges, Solutions, Future Trends, and the
Practical Applications of Artificial Intelligence,”
Jordan Medical Journal, 2024, 58 ( 3 ).

Kairouz P, McMahan H B, Avent B, Advances and
open problems in federated learning [J]. arXiv
preprint arXiv: 1912. 04977, 2019.

Kulkarni, Viraj, Milind Kulkarni, and Aniruddha
Pant. “Survey of personalization techniques for
federated learning.” 2020 Fourth World
Conference on Smart Trends in Systems, Security
and Sustainability (WorldS4). IEEE, 2020.

Li T, Sahu A K, Talwalkar A, Federated learning:
Challenges, methods, and future directions [J].
IEEE Signal Processing Magazine, 2020, 37 ( 3 ):
50-60.

N. Kshetri, ]J. Hutson, and G. Revathy,
“healthAIChain: Improving security and safety

10.

11.

12,

13.

14.

European Journal of Emerging Artificial Intelligence (EJEAI)

using Blockchain Technology applications in Al-
based healthcare systems,” In 2023 3rd Int.
Conference on Innovative Mechanisms for
Industry Applications (ICIMIA) (pp. 159-164 ).
IEEE.

N. Kshetri, R. Mishra, M. M. Rahman, and T.
Steigner, “HNMblock: Blockchain technology
powered Healthcare Network Model for
epidemiological monitoring, medical systems
security, and wellness,” In 2024 12th Int. Sym. on
Digital Forensics & Sec. (ISDFS) (pp. 01-08 ).
IEEE.

P. Mahendra and A. Verma, “Privacy-Preserving
Data Pipelines for Al: A Comprehensive Review
of Scalable Approaches,” In 2025 3rd Int. Conf. on
Inventive Computing and Informatics (ICICI)
(pp- 350-355). IEEE.

P. Venkiteela and S. Kesarpu, "Federated Al
Framework for Secure Multi-Cloud Enterprise
Integrations,” 2025 2nd  International
Conference on Artificial Intelligence and
Knowledge Discovery in Concurrent Engineering
(ICECONF), Chennai, India, 2025, pp. 1-6, doi:
10.1109/ICECONF65644.2025.11379476.

X. Wang, J. Hu, H. Lin, W. Liu, H. Moon, and M. J.
Piran, “Federated learning-empowered disease
diagnosis mechanism in the internet of medical
things: From the  privacy-preservation
perspective,” IEEE Transactions on Industrial
Informatics, 2022, 19 (7 ), 7905-7913.

Yang Q, Liu Y, Cheng Y, Federated learning []].
Synthesis Lectures on Artificial Intelligence and
Machine Learning, 2019, 13 ( 3 ): 1-207.

pg. 33



European Journal of Emerging Artificial Intelligence (EJEAI)

pg. 34



