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ABSTRACT 

 
The escalating complexity and frequency of cyber threats necessitate advanced tools for effective cyber defense. 
Traditional security systems, often relying on two-dimensional displays, struggle to represent the multi-faceted nature of 
modern cyber data, potentially overwhelming human analysts and causing data occlusion. This has led to a growing 
interest in immersive technologies—Virtual Reality (VR), Augmented Reality (AR), and Mixed Reality (MR)—as a means 
to enhance Cyber Situational Awareness (Cyber SA). This paper presents a systematic survey of the current landscape of 
immersive systems designed for cybersecurity. We follow a structured review methodology to identify, categorize, and 
analyze existing research, focusing on applications in threat visualization, security operations, and professional training. 
Our findings indicate that immersive analytics can significantly improve data comprehension, facilitate collaborative 
analysis, and provide engaging educational experiences. Based on our synthesis of the literature, we propose a novel 
reference framework that maps specific immersive visualization and interaction techniques to the core levels of 
situational awareness: perception, comprehension, and projection. This framework serves as a guide for the design and 
analysis of future Immersive Cyber Situational Awareness (ICSA) systems. Finally, we discuss the primary challenges, 
identify key research gaps, and propose future directions, including the integration of Artificial Intelligence (AI) and the 
need for large-scale empirical studies to unlock the full potential of immersive technologies in strengthening global cyber 
defenses. 

Keywords: Cybersecurity, Cyber Situational Awareness (Cyber SA), Immersive Analytics, Virtual Reality (VR), Augmented 
Reality (AR), Extended Reality (XR), Data Visualization, Security Operations Center (SOC). 

 

INTRODUCTION 

The digital landscape is increasingly defined by a 

persistent and evolving array of cyber threats. In the 

wake of global events like the COVID-19 pandemic, 

reliance on digital infrastructure has surged, 

concurrently expanding the attack surface for malicious 

actors [1, 2]. Modern commerce, heavily reliant on e-

commerce and digital technologies like blockchain, 

further amplifies the stakes of maintaining robust 

security postures [3]. Consequently, cybercrime has 

become more sophisticated and prevalent, posing 

significant risks to individuals, organizations, and critical 

infrastructure [4, 7]. Reports from agencies like the FBI's 

Internet Crime Complaint Center show billions of dollars 

in losses annually, while industry analyses like the 

Verizon Data Breach Investigations Report highlight that 

a substantial portion of security incidents involves 

external actors and organized crime, underscoring the 

professionalization of cyber attacks [4, 5]. 

A critical factor in many security breaches is the human 

element. Human factors are consistently identified as a 

primary contributor to cybersecurity vulnerabilities, 

whether through error, negligence, or susceptibility to 

social engineering [6]. One analysis suggested that human 

error was responsible for the vast majority of data security 

incidents reported to the UK's Information 

Commissioner's Office, indicating a pervasive challenge 

[7]. To counteract these threats, cybersecurity 

professionals require a deep and intuitive understanding 

of their network environments. This is the core concept of 

Situational Awareness (SA), defined by Endsley as a three-

stage process: the perception of elements in the 

environment, the comprehension of their meaning, and 

the projection of their status in the near future [8]. In the 

context of cybersecurity, this translates to Cyber 

Situational Awareness (Cyber SA)—a comprehensive 

understanding of the cyber environment that enables 

timely and effective defensive actions [10]. 

However, achieving a high level of Cyber SA is challenging. 

Security analysts are often inundated with vast streams of 

fast, dynamic, and heterogeneous data from disparate 

sources, which must be correlated and interpreted under 

immense time pressure. Traditional Security Operations 
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Centers (SOCs) rely on dashboards and 2D visualizations, 

which can be inadequate for representing the complex, 

high-dimensional nature of network traffic and threat 

data. This often leads to data occlusion and convolution, 

where important information is hidden or difficult to 

distinguish, thereby limiting an analyst's perception [11, 

12]. The cognitive load associated with mentally stitching 

together information from multiple screens and 

terminals can lead to fatigue and missed indicators of an 

attack [14]. 

Recognizing these limitations, researchers have begun 

exploring immersive technologies—Augmented Reality 

(AR), Virtual Reality (VR), and Mixed Reality (MR), 

collectively known as Extended Reality (XR)—as a new 

paradigm for cyber defense [18, 60]. Immersive 

technologies offer the potential to move beyond flat 

screens, presenting data in three-dimensional, 

interactive, and collaborative virtual spaces [28, 70]. The 

hypothesis is that by mapping abstract cyber data to 

intuitive 3D visualizations, analysts can more readily 

perceive patterns, identify anomalies, and comprehend 

complex relationships within the data [16, 35]. Early 

systems have demonstrated the potential of AR for 

visualizing network operations and improving cognitive 

performance [11, 14], while mobile AR applications aim 

to bring cybersecurity data directly into the physical 

environment [12]. Similarly, VR has been used to create 

fully immersive environments for monitoring threat 

intelligence and training security personnel [15, 16, 17]. 

Given the growing body of work in this area, a systematic 

synthesis is required. This survey aims to systematically 

review the body of research on immersive systems for 

Cyber SA. We seek to synthesize the current state of the 

art, identify the primary applications and system designs, 

evaluate the reported benefits, and consolidate the 

outstanding challenges. Our key contributions are: 

● A detailed analysis and novel taxonomy of the 

visualization and interaction techniques used in ICSA 

systems. 

● A categorization of existing research according to 

the three levels of Cyber SA: perception, comprehension, 

and projection. 

● The proposal of a new reference framework to 

guide the design and evaluation of ICSA systems. 

● An identification of key research gaps, future 

directions, and industrial implications for the field. 

2. METHODS 

To ensure a comprehensive and unbiased review of the 

literature, we adopted a systematic literature review 

(SLR) methodology, drawing upon established guidelines 

in software engineering and other fields [23]. Our review 

process was structured into three main phases: planning, 

execution, and analysis. 

2.1. Research Questions 

The review was guided by a set of research questions 

designed to structure the investigation into the current 

state of ICSA systems: 

● RQ1: What are the primary visualization and 

interaction techniques used in ICSA systems? This 

question aims to identify and categorize the specific 

methods used to represent and manipulate data in 

immersive cybersecurity environments. 

● RQ2: What levels of Cyber SA (perception, 

comprehension, projection) are facilitated by existing ICSA 

systems? This question seeks to analyze how current 

systems support the different cognitive stages of 

situational awareness based on Endsley's model. 

● RQ3: How are ICSA systems empirically evaluated 

in the literature, and what are the key findings? This 

question intends to synthesize the validation methods, 

metrics, and outcomes reported in user studies to 

understand the proven benefits and limitations. 

● RQ4: What are the key challenges, open research 

questions, and future directions for the field? This 

question aims to identify the primary obstacles and 

opportunities for advancing the state of the art in ICSA. 

2.2. Search Strategy and Study Selection 

We conducted a systematic search of the Scopus academic 

database, which provides broad coverage of peer-

reviewed literature from other major databases like IEEE 

Xplore and ACM Digital Library [24, 25]. Our search query 

combined keywords related to immersive technologies 

and cybersecurity, such as: ("virtual reality" OR 

"augmented reality" OR "mixed reality" OR "immersive 

analytics") AND ("cybersecurity" OR "network security" 

OR "situational awareness" OR "threat intelligence"). 

The initial search yielded a large set of papers. We then 

applied a multi-stage filtering process based on the 

following predefined inclusion and exclusion criteria: 

● Inclusion Criteria: Studies were included if they 

were published in English in a peer-reviewed journal or 

conference, focused on the design, development, or 

evaluation of an immersive system (VR, AR, MR) for a 

cybersecurity task, and presented either empirical 

evidence, a user study, or a detailed conceptual 

framework. 

● Exclusion Criteria: Studies were excluded if 

immersive technology was not the primary focus, if they 

were non-peer-reviewed articles (e.g., editorials, 

keynotes, workshop summaries, book chapters), or if the 

full text was not accessible. 

To ensure comprehensive coverage, we also employed the 

"snowballing" technique, where the reference lists of 

selected primary studies were manually scanned to 

identify additional relevant publications [26]. This 

iterative process helped uncover foundational work and 

recent studies that may have been missed by the initial 

keyword search, resulting in a final corpus of 72 relevant 
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studies for analysis. 

2.3. Data Extraction and Thematic Analysis 

For each paper that met the inclusion criteria, we 

extracted relevant data pertaining to our research 

questions. This included the type of immersive 

technology used (VR/AR/MR), the specific cybersecurity 

application, system design details, evaluation methods 

(e.g., user study, performance metrics), key findings, and 

reported challenges. 

To synthesize the extracted data, we employed thematic 

analysis, a qualitative method for identifying, analyzing, 

and reporting patterns (themes) within data [27]. We 

followed a multi-step process: (1) familiarizing ourselves 

with the data; (2) generating initial codes for 

visualization techniques, interaction features, and 

evaluation outcomes; (3) searching for broader themes 

by grouping related codes; (4) reviewing and refining 

these themes; and (5) defining and naming the final 

themes. This approach allowed us to structure the 

Results section around the dominant trends and topics in 

the literature. 

3. Results: A Taxonomy of Immersive Techniques for 

Cyber SA 

Our systematic review of the literature identified 72 

relevant studies. The analysis of these papers revealed 

several key themes regarding the application, design, and 

evaluation of immersive systems for cybersecurity. This 

section presents a detailed taxonomy of the visualization 

and interaction techniques identified. 

3.1. Visualization Techniques for ICSA 

Immersive technologies provide unique capabilities for 

visualizing complex, multidimensional cybersecurity 

data. We identified 11 distinct visualization techniques 

used in the literature. 

● Geographical Displays: These visualizations map 

cybersecurity data onto geographical representations, 

such as a 3D globe, to show the physical location of 

network assets, traffic origins, or attacks [11, 29, 30]. 

This leverages spatial reasoning to help analysts 

understand the global scope of their network. 

● Metaphorical Displays: To make abstract data 

more comprehensible, some systems use metaphors. For 

instance, Delcombel et al. [31] used a 3D helix to 

represent periodic signals of cyberattacks, placing the 

user inside the structure for an unobstructed view. 

● Node-Link Graphs: This is a common technique 

for visualizing network topologies, where nodes 

represent devices and links represent connections [29, 

32, 33, 34, 35]. In an immersive 3D space, these graphs 

can be explored from multiple angles. 

● Scatterplots: 3D scatterplots are used to show 

relationships between multiple data variables, aiding in 

the identification of clusters and outliers [36]. 

● 3D Bar Charts: These extend traditional bar charts 

into three dimensions, allowing for the comparison of 

multiple data series simultaneously [37]. 

● Volume Rendering: This technique uses 3D objects 

and models to represent cybersecurity concepts, common 

in both operational displays and educational games [11, 

14, 15, 20, 29, 31-33, 38-45]. 

● Icons, Symbols, and Glyphs: To provide quick, at-a-

glance information, many ICSA systems use icons to 

represent network components or user actions [12, 29, 41, 

42, 45, 46, 47]. 

● Animation/Video Displays: Dynamic elements like 

animations are used to demonstrate processes or 

consequences, such as the propagation of a virus through 

a network [11, 46]. 

● 360° Pictures/Environments: Fully immersive 

360° environments place the user within a comprehensive 

cyber common operating picture, often used in VR-based 

SOC simulations [16, 40, 48]. 

● 2D Displays in 3D Space: Many ICSA systems 

embed traditional 2D displays (like terminal windows or 

dashboards) as virtual screens within the 3D immersive 

space [14, 15, 29, 32, 33, 38-40, 47]. 

● List, Table, and Text Displays: For conveying 

precise instructions or logs, textual information is often 

presented on virtual tablets or pop-up panels [11, 12, 31, 

33, 38-40, 45-47]. 

Comparative Analysis of Visualization Techniques: Each 

technique offers distinct advantages and disadvantages. 

Geographical displays and node-link graphs excel at 

showing structural relationships but can suffer from visual 

clutter in dense networks. Metaphorical displays are 

intuitive but may require a learning curve if the metaphor 

is not universally understood. Analytical visualizations 

like scatterplots and 3D bar charts are powerful for data 

analysis but can increase cognitive load. Icons and 

animations are excellent for engagement and high-level 

understanding but lack analytical depth. The most 

effective ICSA systems often use a hybrid approach, 

combining multiple techniques to balance immersion, 

clarity, and analytical power. 

3.2. Interaction Techniques for ICSA 

Effective interaction is critical for exploring and making 

sense of immersive visualizations. We identified nine 

common interaction techniques. 

● Select: The fundamental act of choosing an object 

or option, accomplished through various modalities like 

gaze, gesture, or controllers [11, 12, 20, 29-33, 36-40, 42, 

45-47, 50-52]. 

● Navigate: Moving through the immersive 

environment, often via physical movement, controller 

joysticks, or teleportation [11, 20, 29-33, 38-40, 46, 47, 

50]. 
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● Details on Demand: This allows users to retrieve 

more detailed information about a selected object [11, 

12, 20, 29-33, 37-40, 45-47, 53, 54]. 

● Arrange/Change: Users can manipulate the 

environment by moving, rotating, or scaling 

visualizations to customize their workspace [29-33, 36, 

37, 39, 40, 46]. 

● Filter: This enables users to show or hide data 

based on specific criteria to reduce visual clutter [29, 31, 

32]. 

● Extract/Share: In collaborative environments, 

users can extract data or visualizations to share them 

with teammates [32, 50]. 

● Aggregate/Relate: This involves combining 

multiple data points to create higher-level information or 

to identify relationships [31, 32, 36, 37]. 

● Annotate: Users can add their own textual or 

graphical notes directly onto visualizations in the 3D 

space [31, 32]. 

● Record: Some systems allow for the recording of 

user interactions or data trends over time for post-

incident analysis [33]. 

Comparative Analysis of Interaction Techniques: There 

are trade-offs among these techniques. Gesture and gaze 

interactions are natural and hands-free but may lack the 

precision of controller-based inputs. Unconstrained 

navigation can enhance immersion but also risks causing 

disorientation or cybersickness. The most successful 

ICSA systems provide multiple, complementary 

interaction methods, allowing users to choose the best 

tool for the task at hand. 

4. Levels of Immersive Cyber Situational Awareness 

Drawing on Endsley's widely accepted model [8], we 

categorized the surveyed literature based on the level of 

situational awareness each ICSA system aims to support. 

The majority of studies [11, 12, 14, 15, 20, 30-33, 36, 37, 

39-47, 51, 53, 58-62] focus on the foundational level of 

Perception. A smaller, yet significant, number of studies 

[29, 31-34, 37, 38, 46, 54, 63-65] address the more 

advanced level of Comprehension. The highest level, 

Projection, remains the least explored, with only a few 

studies [11, 35, 38, 46] attempting to address it. 

4.1. Level 1: Perception 

Perception is the foundational level, answering the 

question, "What is happening?" It involves monitoring 

the environment to detect and recognize key elements. 

The majority of ICSA systems focus on this level. They use 

immersive visualizations to provide a holistic overview 

of the cyber environment, helping users perceive threats, 

vulnerabilities, and network status at a glance. For 

example, displaying real-time threat alerts on a global 

map provides perception of an ongoing attack campaign 

[15]. Similarly, using distinct icons for different types of 

malware helps with rapid recognition [41]. The primary 

goal of perception-level systems is to present data in a way 

that is quickly and easily digestible, leveraging the full 3D 

space to avoid the data occlusion common on 2D screens 

[12, 58, 61]. 

4.2. Level 2: Comprehension 

Comprehension goes beyond perception to answer the 

question, "What does it mean?" This level involves 

analyzing and integrating information to understand the 

significance of events and the relationships between them. 

ICSA systems support comprehension by providing 

interactive tools for data exploration. For instance, the 3D 

Cyber COP system allows analysts to filter and aggregate 

alerts to distinguish between false positives and genuine 

threats, thereby comprehending the true security state 

[33]. Interactive bar charts that allow for comparative 

analysis of network traffic help analysts understand why a 

particular spike is anomalous [37]. This level is about 

turning raw data into actionable insights through tasks 

like pattern analysis, data clustering, and visual 

correlation [34, 64]. 

4.3. Level 3: Projection 

Projection is the highest level of SA, answering the 

question, "What will happen next?" It involves 

extrapolating from current information to predict future 

states. This level remains significantly underexplored in 

ICSA research. Supporting projection is inherently 

complex, as it requires predictive modeling and the 

visualization of hypothetical scenarios. A few systems 

have begun to address this. For example, an AR application 

that uses animations to show the negative consequences 

of clicking on a phishing link helps users project the 

outcome of their actions [46]. A 3D mixed reality 

visualization that improves team communication has been 

shown to enhance their ability to anticipate the 

adversary's next move [35]. However, most systems lack 

the integration with real-time simulation or predictive 

analytics needed for robust projection. This represents a 

major gap and a critical area for future research. 

5. Evaluation of ICSA Systems 

The literature employs various user-experience research 

methods to evaluate the effectiveness of ICSA systems. 

These evaluations consistently show that immersive 

technologies can enhance user performance and cognition, 

but they also reveal methodological limitations. The most 

common evaluation methods are user studies involving 

questionnaires (e.g., with Likert scales), usability 

instruments (like the System Usability Scale - SUS), and 

cognitive load assessments (such as the NASA-TLX and 

SART) [14, 15, 33, 38]. These are often supplemented by 

objective performance metrics, including task completion 

time, accuracy, response rates, and memory recall tests 

[39, 42, 48]. 

The findings consistently report that ICSA systems lead to 

higher user engagement, better memory retention in 
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training scenarios [40, 41], and improved performance 

on tasks like anomaly detection compared to traditional 

interfaces [14]. For example, a study by Beitzel et al. [14] 

using a Capture the Flag exercise with 7 male participants 

found that AR improved performance (e.g., total elapsed 

time, response time) and cognitive outcomes (e.g., mental 

demand, frustration). Another study by Salazar et al. [42] 

with 208 participants found that AR-based games 

improved both performance (knowledge acquisition, 

vulnerability detection) and cognition (confidence). 

Similarly, a study by Rana et al. [48] with 100 participants 

demonstrated that VR training was more effective than 

traditional video-based methods based on task 

completion time and accuracy. 

However, some studies note that benefits can be 

influenced by user demographics, such as gender or prior 

experience, suggesting that one-size-fits-all solutions 

may not be optimal [15, 41]. A significant limitation in the 

current body of research is the reliance on small-scale 

user studies, which limits the statistical power and 

generalizability of the findings. Furthermore, there is a 

lack of standardized evaluation frameworks, making it 

difficult to compare results across different studies. 

6. A Reference Framework for Designing and 

Analyzing ICSA Systems 

Based on our analysis, we propose a reference 

framework to guide the development and evaluation of 

ICSA systems. This framework maps visualization and 

interaction techniques to the three levels of situational 

awareness. The goal is to help developers select 

appropriate features to meet specific cognitive 

objectives. 

Conceptual Framework: 

● Level 1: Perception (Monitoring & Recognition) 

○ Visualization Techniques: Node-link graphs, 

Geographical displays, 3D Iconography, Volume 

rendering, 2D displays in 3D space, Text 

summaries/tables. These techniques provide a clear, 

high-level overview of the system's state. 

○ Interaction Techniques: Select (via Gaze, 

Controller, Gesture), Navigate, Scroll. These are 

fundamental interactions for observing and moving 

through the environment. 

● Level 2: Comprehension (Analysis & 

Interpretation) 

○ Visualization Techniques: Metaphors, 

Scatterplots, 3D Bar Charts, Parallel Coordinate Plots. 

These visualizations support deeper analysis and 

comparison. 

○ Interaction Techniques: Details on Demand, 

Filter, Arrange/Change, Aggregate/Relate, Annotate, 

Zoom. These interactions allow users to drill down into 

data, reduce clutter, and build a mental model of the 

situation. 

● Level 3: Projection (Prediction & Forecasting) 

○ Visualization Techniques: Animations, Flow 

visualizations, Temporal data displays (e.g., showing 

historical trends and predicted future paths). These 

techniques help visualize change over time and 

hypothetical outcomes. 

○ Interaction Techniques: Extract/Share, Record. 

These support collaborative "what-if" scenario planning 

and retrospective analysis to inform future predictions. 

This framework provides a structured approach for 

designers. For example, a system designed primarily for 

real-time monitoring (Perception) should prioritize clear 

node-link graphs and simple navigation. A system for 

forensic analysis (Comprehension) would need powerful 

filtering and details-on-demand capabilities. A system for 

strategic planning (Projection) would require tools for 

collaborative scenario modeling. 

7. DISCUSSION 

The results of our systematic review indicate that 

immersive technologies represent a vibrant and rapidly 

evolving frontier in cybersecurity. This section synthesizes 

our findings, discusses the overarching challenges, and 

outlines promising directions for future work. 

7.1. Synthesis of Findings and Implications 

The primary implication of our findings is that immersive 

analytics offers a compelling alternative to the traditional, 

screen-based paradigms that have dominated SOCs. By 

leveraging the human brain's innate capacity for spatial 

reasoning, 3D visualizations can transform abstract data 

streams into tangible, explorable landscapes [67]. This can 

reduce cognitive load and foster a deeper level of Cyber SA 

[10, 57]. The ability to create collaborative virtual 

environments where teams can jointly analyze a threat is 

particularly powerful, potentially accelerating incident 

response [50, 56]. Furthermore, the application of XR in 

education is profoundly impactful, making learning active, 

engaging, and memorable, which can help cultivate a more 

skilled cybersecurity workforce [9, 17]. 

7.2. Limitations and Challenges 

Despite the promising results, the widespread adoption of 

ICSA systems is hindered by several significant challenges. 

1. Usability and Human Factors: This is a frequently 

cited challenge. Issues such as cybersickness, visual 

fatigue, and a steep learning curve for complex interaction 

techniques can negate the potential benefits [44]. 

Designing intuitive controls and minimizing cognitive 

overload are critical research problems [33]. 

2. Scalability: Cybersecurity data is characterized by 

immense volume and velocity. Visualizing an entire 

enterprise network in real-time without overwhelming 

the user or the hardware is a major technical hurdle. Most 

current prototypes operate on limited datasets. 

3. Integration with Existing Workflows: Immersive 
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systems must interface with existing SOC tools like SIEMs 

and threat intelligence platforms. The challenges of 

achieving seamless integration are both technical and 

procedural [21, 22]. 

4. Lack of Standardized Evaluation: The field lacks 

standardized benchmarks and evaluation 

methodologies, making it difficult to compare the 

effectiveness of different systems. More rigorous, 

longitudinal studies are needed [63]. 

5. Security of Immersive Systems: XR systems 

themselves introduce new vulnerabilities, including data 

privacy concerns related to the biometric and behavioral 

data they collect [71]. 

6. Methodological Limitations of this Survey: This 

review was limited to the Scopus database and excluded 

non-peer-reviewed literature, which may have omitted 

some relevant work. Additionally, a formal quality 

assessment of the included studies was not performed. 

7.3. Industrial Implications 

ICSA systems have significant potential for the 

cybersecurity industry. In addition to training, they can 

enhance real-time collaboration in SOCs and assist in 

troubleshooting by allowing analysts to explore data 

interactively. However, industries must address the 

security and privacy risks. Sensitive data captured by 

immersive platforms (e.g., gaze patterns, user behavior) 

must be protected through robust measures like 

encryption and multifactor authentication [71]. A real-

world parallel can be seen in frameworks like SCOUT for 

critical infrastructure protection, which fuses cyber-

physical data for situational awareness [72]. Integrating 

such systems with immersive interfaces could be a 

powerful next step for industry. 

7.4. Future Research Directions 

Based on the identified gaps, we propose the following 

directions for future research: 

● Focus on Projection: As highlighted by our 

framework, there is a critical need for research into 

visualization and interaction techniques that explicitly 

support the projection level of SA. This includes 

developing methods for predictive analysis and "what-if" 

scenario modeling in immersive environments. 

● Integrating Advanced Visualization and 

Interaction: Researchers should explore more advanced 

techniques not yet common in ICSA, such as flow 

visualizations for mapping data movement [66], 

Kohonen maps for visualizing high-dimensional data 

[67], and 3D heatmaps for intuitive data comparison [68]. 

● Large-Scale User Studies: To validate the utility of 

these systems, the field must move beyond small-scale 

lab experiments. Longitudinal studies that deploy ICSA 

systems in realistic SOC environments with a diverse 

range of participants are needed to understand their 

practical impact. 

● Integration of AI and LLMs: The synergy between 

AI and immersive visualization is a largely untapped area. 

AI can pre-process and filter data, highlighting critical 

events for the analyst. LLMs could enable natural language 

interaction, allowing analysts to ask complex questions 

about the network, with the results visualized immersively 

[13, 49]. 

● Adaptive Interfaces: Future systems should move 

towards adaptive interfaces that can dynamically adjust 

the visualization's complexity based on the user's 

cognitive state, expertise, and current task, potentially 

using biometric sensors to infer cognitive load. 

8. CONCLUSION 

Immersive technologies are poised to significantly 

advance the field of Cyber Situational Awareness. By 

moving beyond the limitations of 2D screens, ICSA systems 

offer a more intuitive, engaging, and powerful way to 

visualize and interact with complex cybersecurity data. 

This survey has provided a systematic overview of the 

state of the art, presenting a detailed taxonomy of 

visualization and interaction techniques and categorizing 

them according to the levels of situational awareness they 

support. We have proposed a reference framework to 

guide future design and highlighted the critical need for 

more research into the projection level of SA, large-scale 

empirical evaluation, and the integration of AI. While 

significant challenges in usability, scalability, and security 

remain, the ongoing innovation in this space suggests that 

the virtual and augmented worlds will play an increasingly 

critical role in defending our digital one. 
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